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THE POWER OF NORDIC UNITY

Network connectivity and networks services for
the research and education community in the
Nordic countries is provided by the national

research & education networks in each of the
: 40 YEARS OF

Nordic countries.
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DISCLAIMER

All trademarks, service marks, trade names, trade dress, product
names and logos appearing in this publication are the intellectual
property of their respective owners. The use of a logo, trade
mark, etc. does not express a partnership, joint venture, etc.
between NORDUnet A/S and the right holder. Any rights not
expressly granted for a specific purpose herein are reserved.
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The year 2020 will go into the history books as
a remarkable one

In this year, while the world gets to know COVID-19,
NORDUnet turns 40 years old.

Some of the world's most reputable organizations are
much older than this. Compared to them, NORDUnet
could be considered young. However, many people
that have looked into the history of research &
education networks have confessed that years in the
NREN world ought to count double. Or triple.

Why, one might ask? Well, because there is so much
happening in the space of digital service delivery for
research & education! For one, we are working with
the latest and greatest technologies, and they succeed
each other quickly. The R&E Networking organizations
adapt and adopt. Always on the outlook for improving
service delivery at economically affordable cost levels.

Much of the exciting and innovative works of the
Nordic R&E Networking community over the past 40
years, we have tried to describe in this interactive
eBook.

The focus however, is on the last 15 years, as the first
25 years were described in the ,
published in 2005.

Erik-Jan Bos
Editor in Chief
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Dear Reader,
Henry Ford once said:

“Coming together is a beginning, staying together
is progress, and working together is a success.”

We can with pride say that the Nordic Research &
Education Community successfully managed this for 40
years, since the initial project was kicked off in 1980,
supported by the Nordic Council of Ministers and with
NORDUnet being the embodiment of this collaboration.

During these 40 years, the Global Research &
Education Community and the commercial world have
constantly been changing. NORDUnet and the Nordic

R&F Communitv have alwavs been in the forefront of

—— NORDUnet

RENE BUCH

CEO, NORDUnet







Enable

World-Class Research
& Education through
Nordic Collaboration




“More than ever,
there's a growing
need for
collaboration to
create financially
viable and technically
advanced solutions
to exchange big data
between research
institutions and
scientific data
facilities”

René Buch
CEO, NORDUnet
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IN MEMORIAM - HANS WALLBERG

Hans Wallberg was there when SUNET started in the early
1980s, while he was head of UMDAC, the computer center of
Umea University. As of 1985, Hans worked as project manager
for SUNET phase 2, and soon after that he became responsible
for the running and further development of SUNET, and he did
so until he passed away in June 2013. Hans also lead the
creation of the Swedish chapter of Internet Society, and was
member of the board of the Swedish Internet exchange Netnod.

In 2012, Hans received the Swedish Network Users' Society
annual prize for his many years of work with the development of
the Swedish part of the Internet. But Hans was not only active in
Sweden, as he was well aware that R&E Networking is an
international endeavor.

In the Nordics, he was instrumental in the establishment and the
further development of NORDUnet, and served as a member of
the NORDUnet Board from 1989 until 2013.

— NORDUnet

* 28 February 1946 — 1 14 June 2013

At NORDUnet, we commemorate Hans,
and we are grateful for everything he did
for the Internet in the Nordics.
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The five Nordic countries each have an NREN
of their own serving national institutions.

The Nordic countries have a long history of
collaborating and sharing knowledge on technical
solutions and strategies on the R&E network to serve
the common Nordic R&E community in the best
possible way, and this is embodied in NORDUnet.

NORDUnet was founded in 1985 as a result of the
NORDUNET programme, that started in 1980, and is
jointly owned by the governments of the five Nordic
countries.

Now, 40 years later, the Nordic NRENSs are still united
in NORDUnet, each serving their R&E institutions on
a national scale and jointly through NORDUnet on a
Nordic level and connecting them to the rest of the
R&E Networking world as well as to the commercial

Internet.
The five Nordic owners of are:
. , Denmark
. , Finland
. , lceland
. , Sweden

: , Norway
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WHAT’S AN NREN?

FAQ for the NREN Newcomer

Data traffic for research and higher education Today, most NRENs are also engaged in

(R&E) is handled by providers, dedicated for providing value added services to their

this particular purpose, in most countries of users, ranging from trust and identity

the world. services to storage and real time
communication.

That is, institutions for R&E have their own
dedicated Internet, independent of, but
connected to, commercial operators.

The organization providing these services is “We want our

referred to as the National Research and :

Education Network or, in short, the NREN. researchers to : -
NRENSs differ a lot in size, reach, maturity, the be SUCCGSSfU |”’ _.--- .

way they are governed and funded, etc., but
their efforts all have the same goal:

To interconnect researchers, scientists, ‘ ) . LELI DART
educators, and students, no matter where on
the globe they are or work.

Progress and success all depend on access \
to data, sharing, and collaborating, which | would say that the role of any NREN
means that a high-performant and affordable e e

global network fabric is crucial for R&E.

o Eli Dart explains the
In the beginning, the role of an NREN was to critical role of the NREN

provide a network infrastructure for
transporting data.




While the N in NREN stands for national, some
R&E Networks work across national borders or
dedicate themselves to a part of a (often large)
country. In that case, the term Regional R&E
Network (RREN) is sometimes used.

NORDUnet is a Regional R&E Network, because
NORDUnet serves five countries.




R&E Networks differ from “regular” Internet Service Providers,
particularly when it comes to:

1.

Amounts of data. With a steadily growing number of research facilities
creating huge volumes of data, the need for capacity is simply not met by
the commercial Internet at affordable prices. Also, as the commercial
providers live in a world where competition is fierce, they tend to load the
fiber to the edge by oversubscription, which is okay for the bursty nature of
regular Internet traffic. But not for transporting huge volumes of data
across the world, as is the case with the big science facilities.

Trust. An NREN is, more often than not, in a unique position between
governments, funding bodies, providers such as telecom operators and
cloud providers, and the R&E institutes, constantly seeking to optimize
services, performance and cost. The NREN staff are committed to serve
R&E, and they understand the special needs of the R&E community.

Innovation. NRENs are positioned at the forefront of technology, often
partnering with providers and suppliers, and sometimes in a position to
test-drive new technology. This enhances the knowledge and skill levels for
the NREN staff and enables the NREN to put into service the latest
technology, often before it is used elsewhere on the Internet.

Global Reach. Last but not least, while science, research, and education
are global endeavors, the community of NRENSs is global, interacting on a
regular basis, ensuring the global needs are met for R&E.

R&E NETWORKS
FOUR DECADES

optretie |
Y

In The Field Stories

A blog with amazing
stories from Research &
Education achievements

from around the world
enabled by NRENs
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THE SECRET OF NORDIC SUCCESS

In many other regions of the world, groups
of countries have wanted to copy the
NORDUnNnet model to gain the same
benefits. Some have tried, some have not.
Some have various degrees of success,
others not so much. So, what'’s the key?

Is it the climate? Is it the high degree of
education? Is there a special Nordic culture
i o

1. The sheer will and determination of a
few individuals and their efforts to convince
the national institutions to use time and
resources for the purpose. This was
indeed the case with Peter Villemoes and
the first board of directors, as it is the case
today.

2. The focus on creating tangible results to
be used today, rather than getting it perfect

Martin Bech - Chief Technology Officer, DeiC

Copying the success of NORDUnet will
never be easy, but if | am right about this,
the positive message is that you do not
need things that are hard to get (like
eternal peace, massive funding, an
unusual culture or special weather).

The only secret ingredient you need is a
few extremely committed individuals.

This is what has kept the collaboration and
the successes growing throughout all the
years.
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STATEMENTS BY
BOARD MEMBERS
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MARIA HALL - BOARD CHAIR

SUNET, SWEDEN

"As Chairman of the Board, it is my great pleasure to
write this introductory note for this publication,
celebrating NORDUnet’s 40th anniversary.

The collaboration between the Nordic countries is the
heart of NORDUnet and NORDUnet has an
instrumental role in supporting the Nordic cooperation
within the Research and Education area. And, after 40
years, collaboration is still evolving.

| have been on the NORDUnet Board for seven years,
and to me, it is clear that a strong community spirit and
innovative mindset are essential to our progress.

The Network has been the raison d'étre for NORDUnet.
Its continuous evolution is key to our common success.
Our ongoing Next Generation Network project is a
great example of a joint community effort, securing

NORDUNET BOARD —— | NORDUnet
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STEEN PEDERSEN

DeiC, DENMARK

"It is my hope, that NORDUnet in the future will continue to
develop as the strong and professional facilitator of close
Nordic and International collaboration it has proven to be
for decades.

The recent progress in updating the NORDUnet
collaboration model, and making it even more involving for
the Nordic NRENSs, is very promising.

| am convinced, this will make the Nordics even more
competitive and make us able to cope with future
technological and societal developments in the best
possible way.”

NORDUNET BOARD —— NORDUnet



https://www.deic.dk/
https://www.deic.dk/
https://www.deic.dk/
https://www.deic.dk/
https://www.deic.dk/
https://www.deic.dk/
https://www.deic.dk/
https://www.deic.dk/

PEKKA UUSITALO

CSC/Funet, FINLAND

"Looking into the future, there are great opportunities for
us as the world is getting more and more digitalized.
There is a big focus on Atrtificial Intelligence which drives
the data explosion.

Our world-class network infrastructure will be the key to
moving big data sets closer to centralized HPC
resources. The European Commission is driving the key
initiatives like EuroHPC and EOSC, and together with
GEANT, we will be in the sweet spot to get all this
connected.

More capacity is needed for intercontinental connectivity,
and also here NORDUnet is well-positioned to drive our
interests."

NORDUNET BOARD —— | NORDUnet
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JON INGI EINARSSON

RHnet, ICELAND

“Ever since the first NORDUnet Conference in 1980, the
Nordic NREN collaboration has become stronger,
culminating in a world class network in 1989 that has since
then evolved. This has enabled the Nordic NRENSs to offer
researchers, educators and students connectivity on par
with the best in the world. In later years, a few very strong
commercial players have established themselves.

If we want the needs of the research and educational
sector to be fulfilled in the best possible way, we must be
the creators and implementers of our own environment.

We need to avoid being the ”help desk” for the big
companies, whose goal is to delight their investors, but not
the increase of knowledge and ability of the human spirit.
To fulfill the needs of our societies in the best possible way,
the Nordic and global NREN communities must cooperate
much closer than ever before. NORDUnet is the common
denominator for that collaboration for us in the Nordics.”

NORDUNET BOARD —— NORDUnet
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TOM ROTTING

Uninett, NORWAY

"We at Uninett look forward to an ever-closer cooperation
with the Nordic NRENSs.

Through NORDUnet we have an already established
cooperation arena. NORDUnet's new strategy will further
reinforce this arena so that we can cooperate even better
and more closely than before, both internally in the Nordic
region and towards GEANT.

Uninett looks forward to the implementation of the new
strategy and believes that this will make further progress
for the Nordic and European cooperative arenas.”

NORDUNET BOARD —— ] NORDUnet
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NORDUNET NRENS —— NORDUnet

s= DENMARK DeiC

coordinates the Danish digital infrastructure as an umbrella for
the eight Danish universities to ensure delivery of computing, storage
and network infrastructure to Danish research, teaching and
innovation. DeiC coordinates Danish participation in Nordic and
European e-infrastructure organisations and projects.

Copenhagen
openhage DeiC is an entity under the Ministry of Higher Education and Science

by Act 70 of 19 April 2012. DeiC is a virtual organisation. DeiC has a
board with management level representation from the eight Danish
universities.

W/ Mq/ The daily management of DeiC is handled by a CEO employed by the

board.
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4= FINLAND

Cafe here

Helsinki

FEDERATIONS PAGE

@ Funet (English)

@ Funet (Finnish)

NORDUNET NRENS ——— NORDUnet

FUNET

by CSC

, the Finnish University and Research Network, a super-
fast data communication network in the service of research and
education, is maintained and developed by CSC — IT Center for
Science Lid.

CSC is a Finnish center of expertise in ICT that provides world-
class services for research, education, culture, public
administration and enterprises, to help them thrive and benefit
society at large.

Funet links the universities, polytechnics and research institutions
improving their national and international communications. Funet
has approximately 380,000 users, and is one of the most
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NORDUNET NRENS ——— NORDUnet

3= ICELAND =774

The Icelandic University Research Network ( ) was formally
established on January 24, 2001. Its objective is to link together
Icelandic universities and research institutions by means of a high
capacity computer network, and supply services in the field of
computer communications, both domestically and internationally.

RHnet is a limited company, founded with the sole aim of enhancing

the level of communication within the Icelandic university and research

community, and serve as its gateway to international networks.
Reykjavik

RHnet operates from Taeknigardur, which is a part of the campus at the

University of Iceland.

FEDERATIONS PAGE

RHnet (English)

RHnet (Icelandic)
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NORDUNET NRENS ——— NORDUnet

== SWEDEN
=
SUNET

aim is to provide Swedish universities and colleges with
access to well-developed and effective national and international data
communication and related services that meet their needs, whatever
their geographical location. As well as offering high-capacity computer
networks, SUNET also hosts a wide variety of different services for
connected organisations.

Stockholm SUNET started in the 1980’s as a research project for Swedish
computer scientists, and paved the way for the Internet in Sweden.
SUNET is governed by a board appointed by the Swedish Research
Council. In addition to the board, there is also a technical reference

W/ MO/ group, as well as people working at the participating universities.

FEDERATIONS PAGE

@ SUNET (English)

@ SUNET (Swedish)
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NORDUNET NRENS ——— NORDUnet

= NORWAY

is the knowledge sector’s ICT infrastructure company in
Norway. We develop and manage the digital foundation for
research and education in Norway.

+ This foundation consists, among other things, of the National
Research and Education Network — NREN — a powerful

t'af, 4@*’0/ and secure national network that also connects users in the

knowledge sector with international research networks.

« Uninett is also the supplier of the national login solution

Oslo Feide, wireless network access via eduroam, as well as
several cybersecurity services and digital campus solutions.

Our services are used by several hundred thousand of
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For 40 years, the five Nordic NRENs have delivered a
state-of-the-art network and services for Research
and Education, and collaborated extensively across
the Nordic borders.

In the Nordics, we have a long tradition of war amongst each
other as well as collaboration. Fortunately, collaboration has
dominated in the latest century, and one of many offshoots is
our common effort to serve the Nordic R&E community with a
world-class network and services.

For more than four decades, under the leadership of the
Nordic Council of Ministers, the five Nordic countries have
consistently collaborated on IT-related projects for our R&E
institutions. One of the tangible topics is the set of NORDUnet
Conferences, the first one held back in 1980.

The advantages of the Nordic NREN collaboration in
NORDUnet have been sustainable and carry on.

“NORDUnet has represented the whole Nordic
region, giving us a much stronger voice than
we could ever have as a single country”

Martin Bech
Chief Technology Officer
DeiC

THE STRENGTH OF FIVE —— ] NORDUnet



An efficient community due to joint critical mass
None of Nordic NRENSs are particularly big, as seen on

a global scale. Sharing knowledge and experiences, as
well as harnessing the power of synergies, enable us to
be an efficient R&E Network ecosystem.

Increased purchasing power

Together, the Nordic countries are the 12th most
powerful economy in the world. And the five Nordic
NRENSs together represent 1.5 million end users.

Increased influence and visibility

The Nordic countries cover a geographical area of
nearly 3.5 million km2 (which equals roughly to the size
of India), housing numerous world leading scientists
and engineers.

THE STRENGTH OF FIVE —— NORDUnet

Covering 3.5 Million km2
1.5 Million End Users




“The only
secret
ingredient
needed for
NERVATCETE

of successful
collaboration
IS to attract a
few passionate
and extremely
committed
individuals.”

Martin Bech
Chief Technology Officer, DeiC
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People from outside the Nordics are often
curious as to how this is possible. We think
it is due to the four following reasons:

1. FIVE IS A SUITABLE NUMBER

The Nordics consist of five countries. This number
is small enough to form an efficient collaboration
with plenty of room for people from all professions
to discuss relevant issues and learn from each
other, and this number is large enough to put
serious weight on the scale.

2. WE WANT THE BEST 3. WE SHARE VALUES

We share a high level of ambition. From the very Our cultural backbone is the same. Generally, there is a will
beginning we have aimed at providing the best to collaborate, and we have a lot of common goals, despite
solutions for our R&E community. We still do, and national differences and nuances. At the same time, we are
the ambitions for the future are no less. a pragmatic set of people, and the Nordic attitude is tolerant
towards individual needs.

“The collaboration is the heart 4. WE ARE EQUAL PARTNERS

and soul of the Icelandic NREN.”

Ingimar Orn Jonsson The five Nordic governments, through the Nordic Council of
Network Manager Ministers, agreed, back at the start of NORDUnet, that we

RHnet/HI . . .
are five equal partners. For the collaboration to continue to

flourish, this is an optimal launch pad.
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From just network services in 2005 to a broad range of services in 2020

SERVICES Y2005
- Research Network Connectivity
- Global IP Transit

SERVICES Y2020

- Research Network Connectivity « AAlI Community Services Production . NOC

- Global IP Transit * Equipment Hosting « GEANT Project Coordination

- Global IP Peering Services » Virtual Server Hosting - Project Hosting & Coordination
 Private Circuits « Coordination of Transnational Projects
+ Conference Wifi + Procurement Services

- Cross-Border Fiber Coordination MEDIA « EU Project Coordination

« Cloud Services Procurement &

- Lecture Video Services Integration
ﬁ,&/ b-f / - VC Services « Community Communication
@ - Conference Video Production * Software Development
+Lee - Conference Streaming


https://docs.google.com/spreadsheets/d/e/2PACX-1vQ8uKT53xWz0cU6sXnpTdp61IQN-2R-8Qc15kcKy48dMrjtrZ2krdIaWczsA-8Vcw/pubhtml
https://docs.google.com/spreadsheets/d/e/2PACX-1vQ8uKT53xWz0cU6sXnpTdp61IQN-2R-8Qc15kcKy48dMrjtrZ2krdIaWczsA-8Vcw/pubhtml
https://docs.google.com/spreadsheets/d/e/2PACX-1vQ8uKT53xWz0cU6sXnpTdp61IQN-2R-8Qc15kcKy48dMrjtrZ2krdIaWczsA-8Vcw/pubhtml
https://docs.google.com/spreadsheets/d/e/2PACX-1vQ8uKT53xWz0cU6sXnpTdp61IQN-2R-8Qc15kcKy48dMrjtrZ2krdIaWczsA-8Vcw/pubhtml
https://docs.google.com/spreadsheets/d/e/2PACX-1vQ8uKT53xWz0cU6sXnpTdp61IQN-2R-8Qc15kcKy48dMrjtrZ2krdIaWczsA-8Vcw/pubhtml
https://docs.google.com/spreadsheets/d/e/2PACX-1vQ8uKT53xWz0cU6sXnpTdp61IQN-2R-8Qc15kcKy48dMrjtrZ2krdIaWczsA-8Vcw/pubhtml
https://docs.google.com/spreadsheets/d/e/2PACX-1vQ8uKT53xWz0cU6sXnpTdp61IQN-2R-8Qc15kcKy48dMrjtrZ2krdIaWczsA-8Vcw/pubhtml
https://docs.google.com/spreadsheets/d/e/2PACX-1vQ8uKT53xWz0cU6sXnpTdp61IQN-2R-8Qc15kcKy48dMrjtrZ2krdIaWczsA-8Vcw/pubhtml
https://docs.google.com/spreadsheets/d/e/2PACX-1vQ8uKT53xWz0cU6sXnpTdp61IQN-2R-8Qc15kcKy48dMrjtrZ2krdIaWczsA-8Vcw/pubhtml
https://docs.google.com/spreadsheets/d/e/2PACX-1vQ8uKT53xWz0cU6sXnpTdp61IQN-2R-8Qc15kcKy48dMrjtrZ2krdIaWczsA-8Vcw/pubhtml
https://docs.google.com/spreadsheets/d/e/2PACX-1vQ8uKT53xWz0cU6sXnpTdp61IQN-2R-8Qc15kcKy48dMrjtrZ2krdIaWczsA-8Vcw/pubhtml
https://docs.google.com/spreadsheets/d/e/2PACX-1vQ8uKT53xWz0cU6sXnpTdp61IQN-2R-8Qc15kcKy48dMrjtrZ2krdIaWczsA-8Vcw/pubhtml
https://docs.google.com/spreadsheets/d/e/2PACX-1vQ8uKT53xWz0cU6sXnpTdp61IQN-2R-8Qc15kcKy48dMrjtrZ2krdIaWczsA-8Vcw/pubhtml
https://docs.google.com/spreadsheets/d/e/2PACX-1vQ8uKT53xWz0cU6sXnpTdp61IQN-2R-8Qc15kcKy48dMrjtrZ2krdIaWczsA-8Vcw/pubhtml
https://docs.google.com/spreadsheets/d/e/2PACX-1vQ8uKT53xWz0cU6sXnpTdp61IQN-2R-8Qc15kcKy48dMrjtrZ2krdIaWczsA-8Vcw/pubhtml
https://docs.google.com/spreadsheets/d/e/2PACX-1vQ8uKT53xWz0cU6sXnpTdp61IQN-2R-8Qc15kcKy48dMrjtrZ2krdIaWczsA-8Vcw/pubhtml
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KALMAR2

Kalmar2 was drive, vision, lots of hands on, and
hours of fruitful discussions

The need for safe access to cross-border services was an
issue the NREN community had to address. Most of the
people involved found it hard to see how this would ever
be possible, because the countries had very individual
ways of handling access management.

To make it work, new technology was needed, and
everyone had to agree and really trust each other.

Representatives from four Nordic countries met at
NORDUnet in 2006, and two years later, the world’s first
cross border federation saw the light of day. A joint effort
by the Denmark, Finland, Norway, and Sweden, soon
expanded to include all five countries.

We called it Kalmar2 with reference to the famous union
between the Nordic countries, which was established and
signed in Kalmar the year 1397, lasting for 126 years.

“Kalmar was putting a new layer in place,
a trust layer.”

Ingrid Melve
Senior Digital Adviser
Unit




KALMAR2

What took up most of the time was not
developing and implementing the technology

Rather, it was debated on how to maximize the
benefits for all parties involved.

It’s told that the meetings were characterized by
lively and fierce discussions.

Global standard today

The efforts of the Kalmar2 work resulted in the
technology SAML2 INT, which is the global
standard today.

The global inter-federation for R&E, called
eduGAIN and further developed in GEANT, uses

much of the thinking and architecture that went into
Kalmar2.

WE MET
WE BUILT
WE IMPLEMENTED

SELECTION OF NORDIC ACHIEVEMENTS ———— NORDUnet
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Haka

ﬁ Feide

<) SWAMID

WAYF F

Where are you from

“An Identity federation is basically one
of the key elements in making sure Tap each logo to learn more

you can have joint procurements.” about the federations

Valter Nordh
CTO and SWAMID product owner
SUNET
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Why did you invent SimpleSAMLphp?

Back in those days, the availability of products for federated
authentication was very limited, and there was a need for
open source software that was easy to set up and use.

“More than 100 different
individual developers
have contributed to

i hp from
SlmpleSANle m
all around the world.

i‘“ \
?‘ |

|4

|

Andreas Akre Solberg
Chief Technology Officer
Uninett

Education and research has been the leading sector on
cross-institutional collaboration, which is the main use case
for federation authentication. Therefore, we more or less

had to lead the way on both standardization, technology
and software.

Hordic TR solution

Where do you see the footprints of your work with

SimpleSAMLphp in the global NREN community
(the GREN)?

SimpleSAMLphp is widely used across all continents. It is
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Extreme bandwidth in remote and impassable
Nordic territories

Advanced scientific studies of the Earth’'s atmosphere and
ionosphere are performed far from populated areas and
standard network resources.

A huge science facility for the European Incoherent
Incoherent Scatter Scientific Association, EISCAT, is in
the making, and it’'s an ambitious project. The aim is for
scientists to be able to study plasma in the Earth’s
atmosphere and ionosphere, for instance the matter that
causes the northern lights - also known as the aurora
borealis.

EISCAT’s antennas are built to pick up very weak
reflections from atmospheric plasma, appearing as a
result of energy pulses sent from the earth.

To minimize the risk of interference with light or conflicting
radio signals the faciliies must be situated in an
undisturbed environment - like the Nordic landmass close
to the Arctic.

“The solution that the community has brought
to table is nothing less than spectacular.”

Olaf Schjelderup
Director of department
Uninett
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The first triangle of antennas will be placed
near Skibotn (Norway), Kaiseniemi (Sweden),
and Karesuvanto (Finland), all in the Arctic
area, north of the 67t parallel.

This kind of research activity is bound to
produce vast amounts of data, that will have to
be transferred out of the Nordic wilderness
onto servers at research institutions for further
processing.

This is not an everyday assignment. The
facilities are placed in an area where winter
temperatures below minus 50 degrees Celsius
are not uncommon.

“It's difficult to imagine it could be done
somewhere else than in the Nordics.”

Jani Myyry
Data Communications Specialist
Funet
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Nordic collaboration ensures connectivity

A specially built network is an essential part of the
advanced facility to support its activities, and it was soon
clear to the network engineers that a highly dedicated
approach was necessary to fulfill this task.

F U N E I Open minds were necessary to innovate on cross-border
issues and to secure

by CSC
. Fiber connectivity to the remote
NORDUnet instrument locations
Nordic Gateway for Research & Edy . Access to large amounts of bandwidth
. Affordable solutions for all involved

\
S U N ET UNI‘ ETT An exemplary collaboration between Nordic network

engineers from Funet, Uninett, SUNET, and NORDUnet
has led to a common agreement ensuring connectivity at

EISCAT is co-funded 100 Gbit/s to every site from the beginning, scaling up to
by the European Union And, with affiliated terabits per second.
and has associates in: institutes from:

The setup is viable only because the parties were able to
« China - France agree upon sharing resources, such as spectrum, across
- Finland - Russia country borders in the far north of Europe.
« Japan «  South Korea
* Norway * Ukraine As soon as buildings and power supplies are up and
) LSJV‘I’(eden running, the research can begin. The network is built and

ready to go.
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NORDUnet

The NORDUnet Board, in close consultation with the
NORDUnet CEO, sets the direction for the Nordic
NREN collaboration, and hence for NORDUnet as a
company, by creating a multi-year strategy.

The most recent version was finalized in Q1 2020 and
governs the period from 2020 until 2025.




NEW STRATEGY ———— NORDUnet

THE NORDUNET STRATEGY
2020-2025

Partnerships

The main ingredients of the 2020-2025 Strategy are that
we add value for the National Research & Education
Networks (NRENs) and Research & Education

Enable communities through Nordic collaboration in providing:

World-Class
Research &
Education
through Nordic
Collaboration

Products NETWORK INFRASTRUCTURE
& Services
SERVICES

SUPPORT

Processes

People & | Technology
Competences | Infrastructure

loarsv rmory

2020 2021 2022 2023 2024 2025

1. INCREASE VALUE FOR CUSTOMERS

2. LEVERAGE NORDIC STRENGTH

>
>
>

3. DEVELOP FUTURE COMPETENCES
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People from the Nordic R&E community meet and
catch up at the NORDUnet Conferences

The number of participants keeps rising - underlining the
importance of this event.

The conferences are professional forums for sharing ideas
and working on the collaboration, and where we meet to
discuss tactical issues, as well as innovative strategies
and initiatives. They offer plenary sessions, breakout
sessions, ample room for hallway conversations,
receptions, gala dinners, and lots of side meetings!

At the NORDUnet Conference, there’s room for many
different topics, all aimed at furthering support for
research and education.

The chance of presenting a great idea to the community,
and inspiring others, is always available.

dm Wu/%d»t

7;; Lee Zow', t‘f’ o ZM’ g Research & Educatio”
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CONFERENCE SECRET ARIAT
2020 Marks the 40th anniversary of NORDUnet Z’gi‘iﬁ’e“ﬁﬁo
\é?\‘fbuikding 305
The historical first conference was held in Tallberg, DK 2800 LyngbY ’"Vitation
Sweden, marking the birth of NORDUnet based on the Telephone: 4545030,
collaboration between the Nordic countries. Toel L bamp@vmszunie o

NORDUnet Conferences aim to NORDUNH 90

« Create an open and collaborative atmosphere October g,

. -10. 19
. . . He’Slnggrl Denm %
«  Provide delegates with access to leading ark
technical and innovative topics about R&E
networking and services
« Give room for delegates to discuss networking,
services, and furthering the collaboration
- Have a programme that is of high interest to the ]
community i QRDUNET
- Engage commercial entities, relevant to our e

community, to attend with a stand, meeting the
community, and at the same time sponsoring the
event




CALL FOR PAPERS

NORDUNET-87 Moving towards OSI

Hanasaari, Espoo, Finland
21st - 23rd October 1987

BACKGROUND

NORDUNET is a cooperative effort between the academic networking activities in the
Nordic countries Denmark, Finland, Iceland, Norway and Sweden. The NORDUNFET-
87 conference is a follow-up in the searics of annual NORDUNET conferences. T'he
previous conference NORDUNET-86 was held in Roros, Norway. NORDUNET-87 is
arranged by Finnish University and Research Network project, FUNET.

The theme of the NORDUNET-87 conference is "Moving towards OSI". The major
ohjective is to discuss the protocols, products, problems and infroduction of the upper
OSI-levels. There is interesting development in the stadardization work of, for example,
X.400, FTAM, VT and JTM. New OSl-products are emerging but still we have the
interconnection problem of for example X.400 and RFC822. Of course, other relaled
topics are also welcome.

NORDUNET-87 will offer a forum for all those engaged in academic networking in
the Nordic countries to exchange views and experiences and to present results and
achievements,

The main invited speaker is "Larry” Lawrence H. Landweber from the Computer Science
Departiment of the University of Wisconsin-Madison. lle will talk about the OSI-work
done at the University of Wisconsin and how the academic world in the USA will move
towards the OSl-protocols.

There will be also some other invited talks oulside the Nordic countries.

NORDUNET-87 invites you to submit draft papers or proposals for presentations to he
given at this conference. These should be sent to the

SECRETARIAT FOR NORDUNET-87 EAN: nordunet HT'»_hnpln\i\x.u:ul.f&.cr.fuln'l
FUNET c¢/o VTKK EARN: nordunet@finfun

P.0.Box 40 FUNET DECNET: OPMVAX:NORDUNET-87

SF-02101 ESPOO, FINLAND

IMPORTANT DATES

paper and proposal submission deadline ,..........., APy xR L
notification of acceptance : Py 3 cdsidn s 1.8.1087
due date for the final version of the accepted presentation - N.9.1987

INFORMATION

For any further information on NORDUNET-87 please contacl

Lars Backstrom Fl backstrom@[sce.funct +358-0-410566
Johann Guunarsson IS +354-1-25088
Klaus Hansen DK khan@diku.uuep +45-1-306466
Mats Brunell SE matsh@qz.sunet +46-83-654500

Roald Torhergsen NO torbergsen@vax.runit.unit.uninett +47-7-592014

SAMTOK UM UPPLYSINGANET RANNSOKNARADILA A ISLANDI

Stofnad hefur verid félag med pessu heiti i peim
tilgangi eins og segir 1 logum pess:

"ad koma a4 samvinnu um rekstur islensks
tolvunetkerfis og upplysingabpjdénustu A&
sliku neti £fyrir rannsdéknaradila. Einnig
ad annast erlend samskipti fyrir hond
Islands og studla ad battum netsambondum
vid 1Utlond. Félagid er adili ad RARE
(Réseaux associés pour la Recherche
Européenne) og stydur markmid pess."

Adild eiga flestar rannsbdknastofnanir @& vegum
rikisins, svo og #3ri menntastofnanir. Einnig hefur
nokkrum fyrirtakjum, sem selja tdélvubunad verid
bodid ad gerast styrktarfélagar. Félagid verdur opid
stofnunum, sem hafa med hoéndum rekstur upplysinga-
neta, og toélvufyrirtazki eda hugbunadarframleidendur,
sem &huga hafa fyrir netmalum eru einnig velkomin
sem styrktarmedlimir.

Hugmyndin er ad starfsemi félagsins verdi tvipatt:

I fyrsta lagi ad vera fulltrui 1landsins i erlendu
samstarfi um upplysinganet, svo sem RARE, COSINE og
NORDUNET, og ad standa fyrir samramingu og stefnu-
métun innanlands & grundvelli opinna samskiptakerfa
(Open systems interconnect, OSI) samkvemt yfirlystri
stefnu 1 félagsldgum. Almenn upplysingasdéfnun og
-midlun verdur einnig &4 dagskra.

1 88ru lagi ad koma upp ©og reka, eitt sér eda 1
samvinnu vid adra, gattir a milli helstu alpjédlegu
netanna og notenda hér a landi. I fyrstu er talad um
Prju netkerfi, sem mikilvagust eru talin: EARN-BIT-
NET (styrkt af IBM til araméta 1987-88), UUCP-EUNET
(tengir saman UNIX-notendur) og MHS (tilraunanet,
byggt &4 0SI-hugmyndum og X.400-stadli alpjdéda-pdst-
malastofnunarinnar, CCITT, um bodflutningskerfi.
Pattur i pessu starfi er ad samrama eftir foéngum
netvadingu félaganna innbyrdis.
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CONFERENCE FACTS

NORDUnet Conferences (in recent years), take place
every second year in September.

The Nordic NRENSs take turns in hosting the conference.
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At NORDUnet we further stimulate Nordic community
building, discussion, and sharing of technical achievements.
To this end, we have introduced the NORDUnet Technical
Workshop (NTW).

The NTW will have a different scope and focus than the
NORDUnet Conference - smaller and focused on
technology and collaboration.

Participant profiles are still dominated by the technically
savvy staff, with the content very much defined by the
participants themselves, and with an atmosphere that en-
courages lengthy discussions and workshop-like activities,
all with a grassroots approach to R&E Networking.



What has
changed from
the initial event
is the number
of participants,
which has
risen from
U il | y 50 in 2013
S to more than

* 200 in 2019
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| TOPICAL WORKSHOPS

TF-EDU
GEANT

Birgitta Hemmingsson
Steering Committee
Member

Thorkild Jensen
Project Manager

TOPICAL WORKSHOPS ——— NORDUnet

Unit

Vegard Moen
Section Leader

The Artic
University of
Norway

Magnus Strom Reibo
Head Engineer

NORDUnet regularly organizes a workshop
on a focused (technical) topic, e.g. on Zoom
management or on using Science DMZ.




“Here we can
look each
other in the
eyes and agree
that something
IS very
interesting,
and we can

start to build a
collaboration
with real
commitment.”

Thorkild Jensen
Project Manager, DeiC
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NORDUNET
AS SEEN FROM OUTSIDE
THE NORDICS
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‘ NORDUNET AS SEEN FROM OUTSIDE THE NORDICS

;; ®  HITSA/EENet = ESnet = AARNet
3,' g&‘-‘aﬁ Kristina Lillemets ® = et 4

Director 4 E « Eli Dart | , Chris Hancock
Infrastructure : A ~ MM  Network Engineer ¢ CEO

SingAREN A | . ‘ DFN

Francis Lee Bu Sung , - ' Christian Grimm
Treasurer p e : CEO
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NEVER STOP
REINVENTING
YOURSELF

68



—— NORDUnet

Never stop reinventing yourself

NORDUnet and the Nordic NRENs have people working for
them that are eager to spot new opportunities, promising ideas
and innovative trends, and want to work on that.

Often, this leads to a new and innovative service. Or a new way
to use existing hardware or software. Or, as we saw during the
beginning of the COVID-19 pandemic, an incredible and rapid
media services ramp up for the Nordic universities that started
teaching online, almost overnight.

Sometimes you chase something that looks promising, but leads
to nothing. That is also fine, as you learn a lot on the journey.

Successful NRENs are
used to being on the
forefront of technology,
and play an innovative and
R B g~ A pro-active role in service
E SRRR NGO ' * delivery for research and
38 ¥ oy education.
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NORDUnet’s Next Generation Network

Since the start of NORDUnet, the
NORDUnet Network has been the
tangible asset that interconnects the
five Nordic NRENs and connects us
to the outside world.

Now is our time to transition to a new
network, which will deliver more
capacity and more redundancy for less
money. Back in November 2018, the
five Nordic NRENs and NORDUnet
agreed on the architecture as well as
the cost, and how to share it.

This was the green light to start the
project, that will take a few years to
fully materialize.

- v B YA B
h ,s?\_.lqlg - Y !
R . 4 %2
- e, Den ¢
‘ Q(g o 3 1 »
.\G‘Q 88 v %3
B T 1~l" ‘ ™
uJ ‘QQQ . '. -
A & l'.‘j - - )Q
6@ 00‘(‘) 9 t ‘“
e @ o
'1? i 1 O
s AT S
, @ g 8 B2 "
J.“ o h 11 ”
;‘ "' o 11 «
o ! . :
%) d“ Y &‘ O_.Q
. . G |
9 09
i ] i
L 0 g

oY=,

> y
When it comes to spectrum sharing
in NORDUnet's next generation network design -

GG\ N

One of the eye-catching features of
the new NORDUnet network is that
the present dedicated NORDUnet
fibers in the Nordics will be
eliminated. The Next Generation
Network will be built using Nordic
NREN spectrum only - shared with
NORDUnet.

This is a ground-breaking way of
implementing the new network,
allowing us to achieve more for less.
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A NEW LADDER STRUCTURE
CREATES OPTIMAL
REDUNDANCY

The NORDUnet Next Generation Network is built on a
"ladder architecture" with long legs running in the
north-south direction.

The vertical steps of the ladder across avoid network
segmentation in case of one or more outages in the
underlying optical networks.

It also secures fast re-route and opens up multiple
locations for the Nordic NRENs to connect to the
NORDUnet network.

“We have been removing
redundant infrastructures.”

Per Nihlén
Chief Technology Officer
SUNET
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TRANSITION TO SHARING SPECTRUM

NORDUnet’s Next Generation Network
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The links are co-operated by the Nordic NRENs and NORDUnet
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NORDUnet NETWORK

National and international
connections

NORDUnet

Nordic Gateway for Research & Education
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European 5
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*The links in the Nordics are part of our Next Generation Network, co-operated by the Nordic NRENs and NORDUnet
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THE NEED FOR BANDWIDTH

IS RADICALLY INCREASING

New research infrastructures are being built at many places
around the world, and they all need to be accessed by
researchers from all over the world, for instance:

the in Lund and
Copenhagen with its data center in Copenhagen

the radar located in the northernmost parts
of Norway, Finland, and Sweden, and

the EuroHPC Center in Kajaani, Finland, home to

The new network is designed to meet the demands of increased
capacity and redundancy, related to big science activities.



https://europeanspallationsource.se/
https://europeanspallationsource.se/
https://eiscat.se/
https://eiscat.se/
https://www.lumi-supercomputer.eu/
https://www.lumi-supercomputer.eu/

NEXT GENERATION NETWORK ——— NORDUnet

:‘,‘(n‘\"'

‘pi Jorgen Qvist,
Chief Network Operating & Service
Development Officer, NORDUnet

While availability is often expressed as 99% or 99.9%, the
target availability for the new NORDUnet network is simply
100%. This is a must, due to the trend in the uptake of cloud
services upon which universities and research institutes are
increasingly dependent.

Furthermore, digital tools have become the norm at

universities, used by large numbers of students in their core
learning processes. No downtime is allowed.

| COST IS SIGNIFICANTLY REDUCED

The Nordic NRENs and NORDUnet agreed upon an incremental cost sharing

model for the new network, that allows everybody to save money.

According to this model, the Nordic NRENs provide NORDUnet with the needed
spectrum in their respective country-wide optical networks. NORDUnet covers the
cost of getting access to the spectrum, leaving the cost of housing equipment to
be the only additional expense on the transmission layer.



| ACHIEVING THE GOALS
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NETWORK SERVICES
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NORDUNET NETWORK SERVICES

Choosing the optimal set of international network services e g moaigiermm | W E - |
for the Nordic research and education community, in close ‘
collaboration with the Nordic NRENSs, is one of the core
activities in NORDUnet.

It is not straightforward. New technology pops up everywhere,
making identification of the right, fulfilling network components
a challenge, if you want them to be implemented timely, and at
an affordable price.

2. Connection oriented services:
NOX
a) Dedicated transmission
IP routed services (also known as (also known as lambdas)
connectionless services): b) Point-to-point services @ eduVPN
High-speed, high-quality IP connectivity (also known as lightpaths)
to R&E Networks around the world ¢) Point-to-multi-point services VD.VPN
b)  Connectivity to the Public Internet

On top of the above-mentioned basic network

services, NORDUnet offers a range of value- Science

added network services to the Nordic NRENs DMZ

and their users.



NETWORK SECURITY
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NETWORK SECURITY— NORDUnet

The Invisibles

We aim to provide fast and accessible internet for our users at Confidentiality
Nordic universities at all hours. Our security teams live behind the Data is protected from unauthorized
scenes, assessing the continuously evolving threat landscape. users, for instance by access control.
Their efforts should remain unnoticed, because it’s all about -
: e : . L - Integrity
preventing an incident. If you are just reacting to incidents, it is _ :
mostly too late to avoid irregularities. Data is only changed during storage
by its owner, in an intended way, and
Here is a peek into the world of network security describing a is never changed on the way from
fraction of the work done to keep research and education data source to destination.
safe.
Availability

Availability is the core of every
network and associated services, and
Josva Kleist any attempt to affect this must be

Chief Software Engineering prevented.
& Integration Officer @
NORDUnet




NETWORK SECURITY

Global Security Communities Add Safety

An active, collaborative approach in the global
community facilitates knowledge build-up and
provides valuable contacts between security
experts.

Josva Kleist
CSEIO
NORDUnet

Study a DDoS Attack

A successful DDoS attack
completely blocks internet
availability of the victim or
puts the victim’s systems
into a state where attacks to
gain access are easier — see
how the hacker harms.
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The Mirai Botnet Story - How We Mitigate DDoS Attacks

On 12 October 2016, access to the internet was denied for
people on the entire east coast of the USA. It was a massive

der X” Traffic

NETWORK SECURITY —— NORDUnet

s

distributed denial of service (DDoS) attack, which later got the

e

name Mirai botnet. 12: 00

The creators never imagined its potential. They were just trying mal In:

age In:

to have fun and make some money on Minecratft. e

Instead they invented a powerful intruder, challenging the
security systems of every network it hit. NORDUnet’s network
was also touched.

This is what happened...

One day the alarm went off in the global ~ The code of the Mirai botnet was easily
security community: a new and available, as it was used on pretty
powerful botnet had hit a blogger. much anything — not on specific targets.

In NORDUnet, the botnet was analyzed After hitting the blogger, the attack went
to prepare a defense for whenever it on to banks and to insurance
would hit our system. The thing is, that  companies, and we got it at NORDUnet
when someone starts using a new ten days later. It hit our Internet Relay
botnet everyone will turn their eyes on Chat, and we were prepared and
it. They will find out how it attacks and stopped the attack before any damage
try to use it wherever they are able to  was done.

spot a vulnerable setup.

14: 00

16: 00

coming Packets per Second
tgoing Packets per Second
2.674 Mp/s |
1.962 Mp/s |
1.106 Mp/s |

18:00 20:00 22:00 00:00 02:00 04:00

Maximal Out: 7.637 Mp/s
Average Out: 2.603 Mp/s
Current Out: 922.821 kp/s

What’s a Botnet?

A botnet is a group of computers or
devices connected in a coordinated
fashion for malicious purposes.
Each computer/device in a botnet is
called a bot.

The bots form a network, which is
controlled by a third party and used
to transmit malware or spam, or to
launch attacks. The Mirai botnet
primarily used cheap home security
cameras.



oS

International collaboration helps NORDUnet to
prevent hacker attacks

To successfully prevent a DDoS attack, several things
are needed, but cut to the bone the prerequisites are:

1. Be informed — to protect and to take counter
measures, security employees and aficionados all
over the world must know about an attack as soon
as possible

Follow up - it’'s necessary that a serious incident
like the Mirai botnet is discussed and analyzed as
soon as possible to minimize the damage of
potential later incidents

The global security community interacts a lot among
themselves. To the outside world, not much is disclosed.
It takes gained trust and active participation to be in the
inner circles.

“We can steer a large DDoS attack

away from the Nordic network to
where it makes no harm”

Magnus Bergroth
Senior Network Architect
SUNET
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Members of MANRS
collaborate on security
issues, preventing and
reducing the most
common routing threats

NETWORK SECURITY — ] NORDUnet

A global initiative defining do’s and don’ts on the Internet, intended
towards all Internet Services Provider (ISPs) and Internet Exchange Points

(IXPs)

Applying some clever but rather simple
rules and behavior makes the Internet a
safer place for the end user and easier
to manage for service providers.

A number of security-minded NRENs
are among the many Internet Service
Providers that consider themselves
responsible Internet citizens, and
NORDUnet is one of them.

Like any other society, this requires
agreement on a set of standards and
values for everyone to follow.

Therefore, a global initiative, supported
by the Internet Society, has led to
MANRS — an initiative that established a
set of good routing manners on the
Internet. For NRENs — and all other
ISPs and IXPs.

In NORDUnet, we value our commitment
to MANRS, and we were one of the first
NRENs to implement MANRS.

The real power of MANRS only shows if
the majority of global ISPs are in on it.

We therefore actively advocate for other
NRENs to come forward and join

— to jointly show commitment
for a safer Internet.



https://www.manrs.org/
https://www.manrs.org/
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NETWORK SECURITY

One of the most important issues, when dealing with
internet safety, is exchange of knowledge. Here,
country borders are unimportant - a global commitment
is a must.

Therefore, groups of people responsible for R&E
Internet security have joined forces from several places
worldwide, and these communities add a sophisticated
level of safety to the R&E Networks.

Each community has their own set of rules. In some,

anyone can join, others have dedicated purposes, and
admittance is therefore restricted to certain
organizations or individuals.

R R T e T

| |
_ ‘. N

Basically, the currency in the groups is

HUMBLENESS

and a

DEDICATION TO
SHARING KNOWLEDGE
AND EXPERIENCE
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FIRST FORUM

FIRST.ORG

ol

TF-CSIRT

TF-CSIRT.ORG

O
Oo—0O

NETWORK SECURITY ——— NORDUnet

Global Security Communities

GOAL:
Global forum of incident, response and security teams with
more than 400 members

WHO’S WELCOME:

All organizations and enterprises are welcome

WHO’S BEHIND:

Self-sustained organization

NORDUNET STATUS:
Full Member

Global Security Communities

GOAL:

A platform for security teams in Europe to share and learn

WHO’S WELCOME:

Computer Security Incident Response Teams in the European Each community has their own set of rules
NREN community

WHO’S BEHIND: In some, anyone can join,. others have deQicated
GEANT purposes, and admittance is therefore restricted to

certain organizations or individuals.
NORDUNET STATUS:
Certified Member
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'eduVPN

“NORDUnet has been key to avoid too much
centralization in the governance of eduVPN in
order to remain free and flexible.”

Tangui Coulouarn
Project Manager
DeiC
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What lead to the development of eduVPN is that
at SURFnet two staff members had this idea that -
IEENIR =~
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— NORDUnet

ALIEN WAVES




Introducing Alien Waves

SETTING FUTURE STANDARDS FOR
SHARING RESEARCH NETWORK
RESOURCES

In 2008, some dedicated souls met during a coffee break at the
TNC conference in Bruges, Belgium and hatched a plan

They discussed the rapidly increasing bandwidth demands on the
research networks in Europe. Something had to be done in the near
future to ensure the capacity would be available in an efficient and
cost effective way.




2009, A year later...

The plans made in Bruges had become a reality. In 2020, the
concept of alien waves is used throughout the world.

Main ingredients of coming to such success of the alien wave
concept are:

Technical skills and distinct curiosity
Defiance (they say we can’t — we’ll show them otherwise)
Room to operate in the respective organizations

and last but not least:

Trust as a basis for excellent collaboration
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The term “alien wave” was given to this concept,
as it was a wavelength we are dealing with

But alien it was: The idea was to accept wavelengths on
the optical fiber without the usual control when entering
another optical domain. This, indeed, was an unf